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What is new in Next Gen DLP? e & 5ol (e paall Jiall (3 Sueall 58 e
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Zecurion is a next generation DLP which differs
from Legacy DLP systems (such as Forcepoint,
WatchGuard, Microsoft, Symantec) by:

* Zecurion covers more channels of leakage.
Traditional channels of leaking include USB,
Dropbox, email attachment, Whatsapp web, etc.

* Zecurion covers when someone tries to take a
photo of the screen to capture the document
using his cell or read it to someone else. Zecurion
uses Al for that.

* Zecurion has its own data Classification tool,
while legacy ones use 3rd party tools such Boldon
James, Get Visibility, Titus, etc.

* Zecurion has its own digital watermark
technology. It does not require 3rd party tools
such as Data Patrol or Seclore. While older
systems need these 3rd party tools.

* Zecurion has DLP, Staff Control, and Behavioral
Analysis together in one platform. Zecurion
monitors behavior to detect potential cyber
threats, such as document leakage.

* |t gives you control of what employees are
doing. It monitors behavior, and it alerts
administrators when something suspicious
happens before documents leaking starts.

* Zecurion provides DCAP (Document Centric
Audit and Protection) capabilities to track
documents and monitor their lifecycle.

* All of these modules are managed through one
interface - single pane of glass.

https://zecurion.com/
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Screen Photo Detection (Al Based) iilgll e 43 A<ly) 485 ol) / AELAY 4o gei Gy Ailanl)
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This unique Al-based feature changes the game,
stopping the insiders (Employees or others) that
Zecurion stops from taking photos of the
electronic documents with their phones. These
were not previously being stopped by other
tools.

Whenever someone tries to photograph a screen
by the smartphone, Zecurion DLP immediately
detects it via webcam and blocks the computer
(on-the-fly logout).

The revolutionary technology uses 2 neural
networks to ensure reliable smartphone
detection and flags cybersecurity incidents in a
blink of an eye (from 0.06 seconds).

It uses the PC/Laptop web camera to detect
attempts to take photos of the screen through a
smartphone.

It provides multiple options to react to such
attempts (alerting the cyber security officer,
saving webcam image, blocking user account in
Active Directory).

https://zecurion.com/
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In case the web camera is not working, then the
system will have a “camera is not working” alarm
without blocking the computer.

The system supports recording the user’s voice as
evidence of leakage through a call.
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Documents do not leak by themselves. They leak
because a staff member (insider) decided to leak
them intentionally or by mistake.

This is why we need a risk score for each staff
member through behavioral analysis to anticipate
such risks.

Staff Control provides User Behavioral Analysis
(UBA). It provides UBA Index for each user.

It provides fast risk-based assessment, user
connection diagrams, and detection of anomalies
(such as activities during holidays, first remote
connection, first use of a new device, etc.).

It has monitoring and control capabilities that

include keyboard recording tools, workspace
screenshots, microphone recording, webcam
recording, application control, and

passwords/accounts capturing.

Staff Control keeps track of working hours, logs
employees' actions at workplaces, and evaluates

https://zecurion.com/
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the efficiency. The module checks the activities of
personnel for compliance with corporate
standards and safety policies.

* Employee card. Each dossier contains detailed
information on efficiency and activity at the
workplace in dynamics. The Administrator can
also review staff incidents in a convenient format.

* Report designer with 15 indicators. Now reports
include a table with fast filters, groups, and data
from up to tens of thousands of PCs.

* Resource usage and timesheets. Suggests
detailed information on websites, applications
running, and activity period.
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The Zecurion Data Classification Engine uses
keywords and dictionaries, templates, regular
expressions, and digital footprints to simplify the
classification work.

It deploys different machine learning and artificial
intelligence algorithms such as:

* Bayes (a set of procedures to “directly” obtain
the posterior predictive distribution of the
outcomes in the (testing) data without first
obtaining the posterior distribution of the
parameters given the (training) data).

* Support Vector Machines (SVM: a supervised
machine learning algorithm that classifies data by

https://zecurion.com/
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finding an optimal line or hyperplane that (N slai i3 dalie 8 438 JS ¢ Alaall 3y 3 (30l
maximizes the distance between each class in an
N-dimensional space).

* Al-Based Image Templates. (selila¥) A e gl ) geall ) 8 *

The data classification engine has its OCR (Optical e s el <o 23ll) OCR (Ao ULl Cayiat &l jaa (5 sing
Character Recognition). NERERY
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The Device Control also provides Digital Al Alall Aadlal) UIS) Wil Slgal) 8 Sal) i g
Watermark capabilities.

Digital watermarking is a potent tool for af sall s, Sall d,SLall dlaad dllad 5150 dpad I Alal) dadlal) 23
protecting intellectual property and copyrighted ol 5 adall (3 sia Aandll
material. It is a marker embedded in digital e ¢ ad )l s sinall 2l & diame Aedle (e 5l A
content material, typically used to identify the il g aadall (5 sia Apaaall ol sall ASLe s Hrae yaaildale
source and ownership of copyrighted material.
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This module simplifies investigations and shortens  Alaiu¥l s 50 jualiy cilagaill laed e saall o3 Jaad
the incident response cycle. It minimizes the JM& e Somall Ge¥) &y dee scie e JlEy 56 ) sall
cybersecurity team workload by providing a 360° Y awea ae ladll Hleall da 0 360 e LS
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view of actual tasks with all the statuses, data on Al de ) gall g Cddiall g (guiaill Als e A UL
the investigation stage, executants, and
deadlines.

During the investigation, cybersecurity team i & i Sl ud) el B8 slacl Sy ¢aiadll oL
members can leave comments on the task and !l CISO () oA Y (pS il a pasil) 4ddlia 5 dagall e
discuss progress with other participants (from LS Gl sall g ilatiuall 3 ) ¢(Jlaal)
CISO to analyst), attach documents and incidents

as proof.

Built-in DCAP (Document Centric Audit and Protection) Module 5Si sall 4jlaad) 5 381
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Monitors files changes, classification, user access, s pxdiuall Jpasy lediiaty Clildd) & juas Gl

& provides ACL (Access Controls Lists) changes (Jsma sl (B aSaill 23 8) ACL <l s Jaauss
logging.
It provides on-the-fly files and folders monitoring ALY Qi g ilalaal) g lilall Zay s 481 ja ass 58

and activities logging.
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Zecurion Traditional DLP Features () aie <l ol 8 4ol <l oSl
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Monitors traffic and controls flow of data across
more than a 100 devices to minimize the
intentional or inadvertent data loss.

It provides traffic control of internet channels
such as SMTP email, webmail, social networks,
messengers, cloud, etc.

This covers SSL web and Instant Messaging traffic
monitoring and blockage - both on endpoint and
gateway levels (MITM and browser API Level).

Instant messaging tools captured include: Skype,
Teams, Viber, Lync, WhatsApp, Telegram, Discord,
and Zoom.

It also supports modern cloud services such as
Office 365 and Google Docs.

It can integrate with Secure Web Gateways over
ICAP Protocol. It has options for endpoint and
gateway-based deployments.
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Guarantees granular approach to limit access and
protect data without hindering legitimate use.

It provides content-based policies and data
classification with granular access control lists
(ACL) for used peripheral devices connections.

It provides the ability to encrypt copied files on
removable drives on-the-fly to prevent using the
files.

The policies set will be synchronized with local
stand alone endpoints with advanced capturing
options such as keyboard text, web camera,
screenshots, etc.

The deployment and management can be
centralized.
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Finds improperly stored sensitive data at local
drives, shared folders, MS SharePoint, MS
Exchange, and any database using ODBC, to take
action before it’s lost or stolen.

It provides the ability to scan all possible storage
locations with flexible scan parameters for
selected computers or organizational units.
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It also provides real-time discovery, scanning file iy du il CHlalall i s ey Uy 58 BLIK) i 0 il LS

on close, file flow tracking inside the local area (LAN) Alaall 280500 Jala culalal) (383
network (LAN).

It has the ability to remove files violating the &l )Y 4w sall dulud ddllaall cilalall 4115} e 3,08l 44
organization’s policy to be removed from local Aulaall AN al BY) S jaa (e
hard drives.
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